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1. The Academic Program and Cyberset
- Z  Cybercrime and Police Cadets
- & Cyber Security Training for Police Cat

4 RPCA Cyber Teams and Challenges
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ROYAL POLICE CADET ACADEMY (I
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The ACADEMIC PROX
' & CYBERSECURITY
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Administrative Divisions of RPCA
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ROYAL POLICE CADET ACADEM
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ROYAL POLICE CADET ACADEM

TRAINING OFFICERS
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Law Enforcement Training

INTERNATIONAL LAW ENFORCEMENT AC

|

H ILEA-Bangkok

Presentation for REYA9IMh 516 2019Hong Kong



CYBERSECURITY COURSES IN R

(1) DIGITAIECHNOLOGY
thektyearcad

(2) CYBERRIM
the3rd yearcadet
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(CYBERRIMEREVENTION

Harvard Kennedy Schc
(Cybersecuri(18

Boston University
(Cybercrime Investigataihij

Royal Police Cadet Acade
(Public Administratizof)3
: CHIAWCI2All4@ gamil.com
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CYBERRIM&
THE ROYAL THAI PO
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CYBERCRIME

Thailand second worst for cybercrime

Posted June 8, 2016 by Lei Lo Leave a comment

Thailand second worst for cybercrime says Allianz Global
Corporate and Specialty SE (AGCS). Furthermore, Nearly 20% of
Thailand’s cybercrime victims reported losses of over US 100,000 in
2015. Furthermore, 4% of the country’s cybercrime victims reported
losses of between $1 million and $100 million last year, said Paul
Davis, regional chief financial officer Asia for AGCS, the specialty
insurance service arm of Germany'’s Allianz SE. “The local cybercrime
rate has risen sharply over the past two years, resulting in a jump from
fourth to second place [globally],” he said. Thailand is one of the
world’s top 25 targets for malware attacks, while Bangkok is a prime

mark for hackers in Asia-Pacific.
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THE CHALLENGES

Thailandankedthe 5th of the highestrisk for
cybersecurityreatsn Asiaands thelth intheworld

TheocatybercrinratehasrisenrapidlyThecomput
crimedamagananypigcompaniéomfraudextern:
hackingp internaémployee

2

The official websiteof Thalgovernmeiitavebeel
hacked
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TECHNOLOGY CRIME SUPPRESION DI
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THE STRATEGIC CHALLENGES

Policeofficersdo not kno
howto contributéo securit
breaches

Policefficersdonothavehel «
sens®f thecybersecurimdgg
Informatiorsecurity policiefg
andorocedures
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ROUTINE ACTIVITY THEORYEé&lsben &
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A motivated A vulnerable
offender THE target/ victim
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Absence of a
capable guardian
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CYBEROUTINE ACTIVITIES THRAR) ((

CRATembracd?®ATasa newtheoreticapplicatidar
primarily explainingcomputer crime victimizatic
concernitigreemairienets MOTIVATED-FENDE
SUITABLHARGETSAND ABSENCBF CAPAB
GUARDIANS

Themotivatedffendertenetsuggestthat therewill
alwaybeaninfiniteamourdf crimamotivatioMostof
the Cybercrinstackshaveproveno be a successi
monetagpportunifgr cybercriminals
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CYBEROUTINE ACTIVITIES THRAR) ((

Cybercrinalowsybercriminatsvithholdaluablgats
fromusersandagenciésomputensntila ransonmas
beerpaiawithrelativeeaseandanonymity husGRA’
(2008 alsocrossesparallelsvith RAT argumetn
highlightingnotivate@dffendersas a givensituation
factor

Thesuitabléargettenetin respecto cyberspacealsc
a givensituationalactor RATusesfour propertie
(VIVAvaluenertiayisibilityandaccessibilitig acces
thesuitableargetenetcommonly
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CYBEROUTINE ACTIVITIES THRAR) (¢

CRATalsoargueghatanyuseraccessirtgeinternets viewe
as a valuableargetwith a perfectlyhighvulnerabilitio a
cybercrimin&orexamwherthevictimgdataare seizedrom
theransomwat@gevictimsendto paytheransorbecausie)
areessentialpowerlessretrievingnportariiiesanddata

In termsof capablguardianshibgreis a conspicuolackof
capabléormalguardianship cybercrimd hecurrentforma
soclalagentsdo not provideeffectivesafeguard® protec
potentiavictiman cyberspa@@ncethe amounof specializ
forcegesponsibier patrollingyberspaegelimitediueto the
lackof resourcesndraining
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CYBEROUTINE ACTIVITIES THRAR) (¢

Asaresultthepolice&lepartmengmcounteringnsomwe
Incidentiendto paytheransomithoumakingnyarrests
Thissubstantialyeakenthe levelof capablguardiansr
Imposinga negativeamageof the policedepartmen
capablilityhandlingecybercrime

Citizensanfosterfeeling®f distrustandfearif the policeof their
townareunabléo stopcybercrimiradtivitiedet alondo criminaby
payinghem Collaboratiamh globahation$o providenternation
cooperatiom investigatioof cybercrimes extemelghallengir
Thereforgheconcepif Coheanda pivotalolein keepingomput:
systemsafefromcybercrinagtacks
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FUTURE DIRECTIONS ON COMPUTEI
PREVENTION PROGRAM

In orderno construcaneffectiveeomputarimepreventigorogramt is
Imperativeo reflecton othertheoreticgberspectivalat wouldconve
positiveffectsondeterringpotentiatomputarime Recentriminologi
literaturdinksillegatomput@rimeactivitieso socidlearningrocesses

SkinneandFrean{1997 testedthe relationshipetweethe theoretic:
element®f sociallearningandthe behavioursf cybexcriminalsThe
researche(d997 positedhatthenatureof computarimeequireshat
iIndividualearnnot onlyhowto operateomputezquipmenbut alsoto
masterspecificorocedure@rogrammingndtechnique®r usingthe
computdor illegadctivities
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Cyber Security Trainin
for Police Cadets
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My Short CV

Add profile section ¥ More... Y

WOngyOS Kea r‘dsri Faculty of Forensic Science, ...

Lecturer on Cybersecurity and Digital Forensics at Faculty of . lIC University of Technology
Forensic Science, Royal Police Cadet Academy, Thailand

Police Captain Dr.Wongyos Keardsri or Bank (Nickname) is a Thal citizen who received 12 bachelor’s degrees, 3 master's
degrees and 1 doctor's degree in many areas from many universities, for example Engineering, Science, Business
Administration, Economics, Informatics, Arts, Political Science, Laws and Public Health. He received M.Sc. at Department
of Computer Engineering, Chulalongkorn University, Thailand and Ph.D. in Business Administration (Marketing) at IIC
University of Technology, Cambodia. He works as police lecturer at Faculty of Forensic Science, Royal Police Cadet
Academy, Thailand. His researchs focus on Cyber Security, Cyber Privacy, Cybercrime Investigation, Digital Forensics,
Digital Technology, Social Media Monitoring, Social Media Data Analytics and Computer Programming. For more

information please contact him via wongyos at gmail dot com or mobile phone +66(0)89-599-3490 (WhatsApp) or Line
ID: wongyos.
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The Current Crimes in Thailand

General Crimes Cyber Crimes
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Cybercrimes Tools in Thailand

Soclal Media

Cryptocurrency

Dark Web
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Cybercrimes Targets in Thailand

Bank THAL Hﬁ}fu\ﬁ{@%%oum

Governmékgency

Computer Users

Presentation for REYA9IMh 516 2019Hong Kong



Cyber Security Training

2 Main Parts and Training Teams

Red Team Blue Team

A Coding/ProgrammingA Network Monitoring :
A Reverse Engineering  Splunk
A Digital Forensics

A Cryptography nder Comp
A Web Security Ethics
A Exploitation
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http://www.facebook.com/ajax/messaging/attachments/photo/dialog.php?uri=/ajax/messaging/attachment.php?attach_id=8074670a91b028359d476a624a549df4&mid=id.243435672443853&ext=1342795374&hash=AQDrrVk3lnlei4H9

Cyber Security Training Tools

Kali Linux 1S main tools for this traini
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Tools for Computer Programming

Python, Java and C are the main compute
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Tools for Reverse Engineering

IDA to reverse the executable code to the s

File Edit Jump Search Wiew Debugger Options Windows Help
I R S B 3 v B @ cholhihF e X p @D O [windbg debugger PAERE R i

[F] Furctions windou g x | W D2 View-4, Exports, Imports [ I =] | [A] Structures

| =
| »

Function name A DA Y igve-A
start |_| test edx, edx MName
sub_0_401100 jle short loc_8 481859 loc_B_401861:
; . & start
sub_0_401140 ) test edi, edi
sub 0401730 jle short loc_u_ne1895) - - i .
sub_0_4017C0 \—+ | b
sub_0_4018A0 - = k s Linelofl
sub_0_402520 mou ecx, [ebp+var_18] mou ecx, [ebpiuar_18] ] Imports s
b 0 402600 i xor esi, esi xor esi, esi
Su_f_é nou eax, [ebp+uvar_20] mou edx, [ebp+uar 28] Address Crd MName =
<« | 11 | » lea ebx, [eax+ecx=i] mov eax, [ebp+var_18] oo40F128 __Errno |
Line 5 of 103 moyv ecx, [ebp+var_38] | add eax, [ebp+uar_ 18] O040F120C __getreent =
= Tup S DSOS Rl 0040F120 main
Graph overview g X ea ebhx, [edzx+ecx* = = = =
e lea ecx, [edx+eax=i] U ECLR LD e UL U RICE L SR _ mb_cur_max
lea esi, [esi+6] loc_ 8 _401895: F138 _chype_
\—* sub [ebp+var_18], edi F13C _dll_crto@o
jmp loc_8 4017F2
sub_8 4817C8 endp Pl LI
el womoF144 _impure_ptr

loc_B_401843: loc_8_h81880: 0040F148 abort

oy oo (O] mou EiHo [EE] 0040F14C atexit

a esi, a esi,

mou eax, [ecx] mou eax, [ecx] 0040F150 calloc

nov [ebx], eax mov [ebx], eax 0040F154 cygwin_internal

add ebx, &4 add ebx, 4 - ; -

mou [ecx], edx mou [ecx]., edx M_FS il

add ecx, L add ecx, &4 < | Ul | 2

100.00% (27,1157) (546,191) 00000CSS 00401898: suk O 4017C0+D8 o e e

Output window g X
Sample IDC plugin: termi) has been called -
init () called! s
Python

ATT: idle Dowmmn Disk:
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Tools for Digital Forensics

H> for carving the images
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