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Administrative Divisions of RPCA
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RPCA BACHELOR DEGREE
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(1) DIGITAL TECHNOLOGY:      
the 1st yearcadet

(2) CYBERCRIME: 
the 3rd yearcadet

Not 
Enough
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CYBERCRIME& 
THE ROYAL THAI POLICE2



CYBERCRIME
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Thailandrankedthe 5th of the highestrisk for
cybersecuritythreatsinAsiaandis the11th intheworld.

Thelocalcybercrimeratehasrisenrapidly. Thecomputer
crimedamagedmanybigcompaniesfromfraudexternal
hackingto internalemployee.

The official websitesof Thai governmenthavebeen
hacked.
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TECHNOLOGY CRIME SUPPRESION DIVISION (TCSD)
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Thelawenforcementofficerswho
aresufficientlytrainedto dealwith
the suddenspike in technology-
basedcrime.

The main problemis that the
TechnologyCrime Suppression
Divisiondoes not have enough
personnelto keep up with the
changing nature of criminal
behaviour.
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Policeofficersdo not know
howto contributeto security
breaches.

Policeofficersdonothavethe
senseof thecybersecurityand
informationsecurity policies
andprocedures.
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C-RATembracesRATasa newtheoreticalapplicationfor
primarily explainingcomputer crime victimization
concerningthreemaintenets: MOTIVATEDOFFENDERS,
SUITABLETARGETS,AND ABSENCEOF CAPABLE
GUARDIANS.

Themotivatedoffendertenetsuggeststhat therewill
alwaysbeaninfiniteamountof crimemotivation. Mostof
the Cybercrimeattackshaveprovento bea successful
monetaryopportunityforcybercriminals.
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CYBER-ROUTINE ACTIVITIES THEORY (C-RAT)
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Cybercrimeallowscybercriminalsto withholdvaluabledata
fromusersóandagenciesócomputersuntila ransomhas
beenpaidwithrelativeeaseandanonymity. Thus,C-RAT
(2008) also crossesparallelswith RATargumetin
highlightingmotivatedoffendersas a givensituational
factor.

Thesuitabletargettenetin respectto cyberspaceis also
a givensituationalfactor. RATusesfour properties
(VIVA: value,inertia,visibility,andaccessibility)toaccess
thesuitabletargettenet,commonly.
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CYBER-ROUTINE ACTIVITIES THEORY (C-RAT)
C-RATalsoarguesthatanyuseraccessingtheinternetis viewed
as a valuabletarget with a perfectlyhighvulnerabilityto a
cybercriminal. Forexam,whenthevictimsódataareseizedfrom
theransomware,thevictimstendto paytheransombecausethey
areessentiallypowerlessinretrievingimportantfilesanddata.

In termsof capableguardianship,thereis a conspicuouslackof
capableformalguardianshipin cybercrime. Thecurrentformal
socialagentsdo not provideeffectivesafeguardsto protect
potentialvictimsin cyberspacesincethe amountof specialized
forcesresponsiblefor patrollingcyberspacearelimiteddueto the
lackof resourcesandtraining.

5

6

ĹŊĪĳƠĬĠŅīłĦŅĒŃĴĻŚŃĪłĒĘŃĪĦŚŃĴĸęŎļƜĘěŃĦŅPresentation for REVULNó19, May 15-16, 2019, Hong Kong



CYBER-ROUTINE ACTIVITIES THEORY (C-RAT)

ĹŊĪĳƠĬĠŅīłĦŅĒŃĴĻŚŃĪłĒĘŃĪĦŚŃĴĸęŎļƜĘěŃĦŅPresentation for REVULNó19, May 15-16, 2019, Hong Kong

Asa result,thepolicedepartmentsencounteringransomware
incidentstendto paytheransomwithoutmakinganyarrests.
Thissubstantiallyweakensthelevelof capableguardianship,
imposinga negativeimageof the policedepartmentsó
capabilityinhandlingthecybercrime.

Citizenscanfosterfeelingsof distrustandfearif thepoliceof their
townareunableto stopcybercriminalactivities,letaloneto criminalby
payingthem. Collaborationwithglobalnationsto provideinternational
cooperationin investigationof cybercrimeis extemelychallenging.
Therefore,theconceptof Cohenandapivotalroleinkeepingcomputer
systemsafefromcybercrimeattacks.
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FUTURE DIRECTIONS ON COMPUTER CRIME
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PREVENTION PROGRAM

In orderto constructaneffectivecomputercrimepreventionprogram,it is
imperativeto reflecton othertheoreticalperspectivesthat wouldconvey
positiveeffectsondeterringpotentialcomputercrime. Recentcriminological
literaturelinksillegalcomputercrimeactivitiestosociallearningprocesses.

SkinnerandFream(1997) testedthe relationshipbetweenthe theoretical
elementsof sociallearningand the behavioursof cyber-criminals. The
researchers(1997) positedthatthenatureof computercrimerequiresthat
individualslearnnotonlyhowto operatecomputerequipment,but alsoto
masterspecificprocedures,programming,andtechniquesfor usingthe
computerfor illegalactivities.
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My Short CV 
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The Current Crimes in Thailand 
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General Crimes Cyber Crimes 



Cybercrimes Tools in Thailand 
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Social Media

Cryptocurrency

Dark Web



Cybercrimes Targets in Thailand 
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Bank

GovernmentAgency
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Cyber Security Training
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2 Main Parts and Training Teams 

Red Team Blue Team

ÅCoding/Programming
ÅReverse Engineering
ÅDigital Forensics
ÅCryptography
ÅWeb Security
ÅExploitation

ÅNetwork Monitoring : 
Splunk

Under Computer 
Ethics

http://www.facebook.com/ajax/messaging/attachments/photo/dialog.php?uri=/ajax/messaging/attachment.php?attach_id=8074670a91b028359d476a624a549df4&mid=id.243435672443853&ext=1342795374&hash=AQDrrVk3lnlei4H9


Cyber Security Training Tools
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Kali Linux is main tools for this training 
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Tools for Computer Programming 
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Python, Java and C are the main computer languages
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Tools for Reverse Engineering
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IDA to reverse the executable code to the source code
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Tools for Digital Forensics
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