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New JRE is Dead! 
Long Live Old JRE! 
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(This Talk) 

ÅAt the end of this talk you will know about: 
ï New techniques to harden Java exploit to bypass detection 

ï Limitations of current defensive solutions 

ï To fear the Enterprise world as a Java user 

 

ÅOverview: 
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Introduction 
Hardening 

Sharing / Serialization 
Hardening 

Multi-JVM / X-origin / Emu 

Final consideration 

Tricks 
Java Update 



(Why Java? 
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From http://www.java.com/en/about/:  
Å 97% of Enterprise Desktops run Java 
Å 89% of Desktops (or Computers) in the U.S. run Java 
Å 9 Million Java Developers Worldwide 
Å #1 Choice for Developers 
Å #1 Development Platform 
Å 3 Billion Mobile Phones Run Java 
Å 100% of Blu-ray Disc Players Ship with Java 
Å 5 Billion Java Cards in Use 
Å 125 million TV devices run Java 
Å 5 of the Top 5 Original Equipment Manufacturers Ship Java ME 



(²ƘŀǘΩǎ ǘƘŜ ŎǳǊǊŜƴǘ ǎǘŀǘǳǎ ƻŦ WŀǾŀΚ)*  
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Block Self-Signed and Unsigned applets on High Security Setting 

Exception Site List 
The Exception Site List feature allows end users to run Java applets and Java Web Start applications 
(also known as Rich Internet Applications) that do not meet the latest security requirements. 

* https://www.java.com/en/download/faq/release_changes.xml 



(Is Java finally safe and sound?) 

Å Java (as JRE) is obviously getting better 

 

Å Java users are still not ready for a safer JRE.. 

 

ïNot updating 

 

ïDowngrading 

 

ïChanging security settings 
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True Stories.. 

7 



(Enterprise - 1) 
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With the recent Java-Update there was a security enhancement. 
Websites without a valid certificate are blocked by Default. In the 

WŀǾŀ /ƻƴǘǊƻƭ tŀƴŜƭ ȅƻǳ ƘŀǾŜ ǘƻ Ƴŀƴǳŀƭƭȅ ǎǿƛǘŎƘ ŦǊƻƳ άIƛƎƘέ ǘƻ άaŜŘƛǳƳέ {ŜŎǳǊƛǘȅΦ 
Is there any registry key which I can distribute via GPO? 
L ŘƻƴΩǘ ǿŀƴǘ ǘƻ ǎŜǘ ǘƘƛǎ Ƴŀƴǳŀƭƭȅ ƻƴ ŀƭƭ ƻǳǊ плл ¦ǎŜǊǎΧ 



(Enterprise - 2) 
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(JRE Status) 
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57.44% 
from Kaspersky [1] 
 

94.83% 
from Websense [2] 

This pie chart was compiled using data from 
26.82 million Individual users of Kaspersky 
Security Network reporting the use of any 
version of Java  on their personal computers. 

~ 15 million users are running an 
outdated version of the JRE 



(Java Exploit Status) 
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To recap the Java exploits status, we just need 1 example. 

In August 2013, the most exploited vulnerability according to Kaspersky [1] is 
CVE-2012-1723. Which was at that time more than 1 year old. 



(CISCO 2014 Security Report)[3] 
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91%!!1! 


