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A At the end of this talk you will know about;

I Newtechniguesto harden Java exploit to bypass detection
I Limitationsof current defensive solutions
I Tofearthe Enterprise world as a Java user

A Overview: Final consideration

Hardening Hardening Tricks

Sharing / Serialization multi-JvM / Xorigin / Emu 922 UPdate

Introduction



Why Java?

3 Billion Devices Run Java

ORACLE’

From http://www.java.conmen/about/:

A 9 Million Java Developers Worldwide
A #1 Choice for Developers
A #1 Development Platform

A 5 of the Top 5 Original Equipment Manufacturers Ship Java ME
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Block SeHlSigned and Unsigned appletsy High SecuritySetting

Java 7 Update 51 (7Tu51)

Security Feature Enhancements
o Changes to Security Slider
Block Self-Signed and Unsigned applets on High Security Setting

+« Require Permissions Aftribute for High Security Setting
« Warn users of missing Permissions Attributes for Medium Security Setting

o Restore Security Prompts - Clear Remembered Trust Decisions
In Java 7us1, users are given an option to restore the security prompts for any prompts that
were hidden prior to installing the latest release. Itis recommended that users restare
security prompts every 20 days to ensure better protection.
A trust decision ocours when the user has selected the Do not show this again option in a
security prompt. To show the prampts that were previously hidden, click Restore Security
Prompts. When asked to confirm the selection, click Restore All. The next time an
application is started, the security prompt for that application is shown. See Restore Security
Prompts under the Security section of the Java Contral Panel.

o Exceplion Site List
The Exception Site List feature allows end users to run Java applets and Java Web Start
applications (also known as Rich Internet Applications) that do not meet the latest security
requirements. Rich Internet Applications that are hosted on a site in the exception site list
are allowed to run with the applicable security prompts. See the Exception Site List FAQ for
mare information.

Exception Site List
The Exception Site List feature allows end users to run Java applela\an@veb Start applications
(alsoknown as Rich Internet Applications) that ot meetthe latestsecurity requirements

* https://lwww.java.com/en/download/fag/release_changes.xml
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A Java (as JRE) is obviougiting better \ s

A Java usersire still not ready for a safer JRE..
I Not updating
I Downgrading

I Changing security settings



True Stories..
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Java Update 7.51 Security (Java Control Panel) (-cifcy=zdmin)

submitted 1 month ago® by

Hi! With the recent Java-Update there was a security enhancement. Websites without a valid certificate are blocked

by Default. In the lava Control Panel you have to manually Switch from "High" to "Medium" Security.

Is there any Registry-Key which I can distribute via GPO? I dont want to set this manually on all our 400 Users ...
Sorry for my‘bad english!

22 comments sRare save hide give gold report

-°

rsadmin| 2 points 1 month ago \
¥, ran these commands with our RMM, s‘
ecurity.level=MEDITM >> ..%USElﬂ%‘\Lu:u:'.achw\Sun\Java\Deplcymem ; 3/
itv. ““s rofiles’\Application Data\Sun‘\Java'Deploymenthdeployment.p)

[-] -
Just did this to
Windows 7

gecho deployment.
Windows XP

echo deployment.se
Can also add site to e

echo https://blah.com §> rprofile$hApplatai\Locallow' Sun\JavahDeploymenth securityhexception.sites™

permalink sawve report giveYold reply

With the recent JavdJpdate there was a security enhancemer.
Websites without a valid certificate are blocked by Default. In thd
WE @l [ 2yaGNREt tIySt e2dz KIgS G2 Yl ydz e
Is there any registry key which | can distribute via GPO?
L R2Yy QU ¢Fyad G2 &asSi GKA& YI ydz t&f &
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-] = Sysadmin| 2 points 1 month ago
Just did this today, ran these commands with our RMM.
Windows 7

echo deployment.security.lewvel=MEDIUM >> "fuserprofiles’\AppData’\Locallow' SunhJava'\Deployment\deployment.proper
Windows XP

echo deployment.security.lewvel=MEDIUM >> "fuserprofile$’\Application Data‘\Sun‘\Java\Deployment\deployment.proper

Can also add s’ Ty

enurity levels in the Java Control Panel

echo https: ,'-"’-{"“

permalink saw

-nost restrictive security level setting. All the applications that are signed with a valid
randinclude the Permissions attribute in the manifest for the main JAR file are allowed to
security prompts. All other applications are blocked.

High
This is the minimum recommended (and default) security level setting. Applications that are
signed with a valid or expired cerificate and include the Permissions attribute in the manifest for
the main JAR file are allowed to run with security prompts. Applications are also allowed to run with

security prompts when the revocation status of the cerificate cannot be checked. All other
«plications are blocked.

Medium

Cnly unsigned applications that request all permissions are blocked. All other applications are
allowed to run with security prompts. Selecting the Medium security level is not recommended and
will make your computer maore vulnerable should you run a malicious application.
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To recap the Java exploits status, we just need 1 example.

Top 10 exploits, August 2013

0.89%
1,17%

1.96%

oo

[l Exploit. Java.Generic
B Exploit. Java CVE-2012-1723
B Exploit Java CVE-2012-0507
0 Exploit. Java CVE-2013-2423
Exploit. Java.CVE-2013-1493
[l Exploit. Java.CVE-2013-1493.a
B Exploit. Java.CVE-2013-0431
Exploit. Java.CVE-2012-4681
M Exploit_lava CVE-2013-2465
I Exploit_lava CVE-2013-0422
Others

In August 2013, the most exploited vulnerability according to Kaspersky [1] IS
CVE20121723 Which was at that timenore than 1 year old
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